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Introduction

Computer-based supervisory control and data acquisition (SCADA) systems
have evolved over the past 40 years, from standalone, compartmentalized oper-
ations into networked architectures that communicate across large distances. In
addition, their implementations have migrated from custom hardware and soft-
ware to standard hardware and software platforms. These changes have led to
reduced development, operational, and maintenance costs as well as providing
executive management with real-time information that can be used to support
planning, supervision, and decision making. These benefits, however, come
with a cost. The once semi-isolated industrial control systems using proprietary
hardware and software are now vulnerable to intrusions through external net-
works, including the Internet, as well as from internal personnel. These attacks
take advantage of vulnerabilities in standard platforms, such as Windows, and
PCs that have been adopted for use in SCADA systems.

This situation might be considered a natural progression of moderate
concern—as in many other areas using digital systems—if it were not for the
fact that these SCADA systems are controlling a large percentage of the United
States” and the world’s critical infrastructures, such as nuclear power plants,
electricity generating plants, pipelines, refineries, and chemical plants. In addi-
tion, they are directly and indirectly involved in providing services to seaports,
transportation systems, pipelines, manufacturing plants, and many other criti-
cal enterprises.

A large body of information-system security knowledge has accumulated
concerning the protection of various types of computer systems and networks.
The fundamental principles inherent in this knowledge provide a solid foun-
dation for application to SCADA systems. However, some of the characteristics,
performance requirements, and protocols of SCADA system components
require adapting information-system security methods in industrial settings.



XX

Introduction

In order to present a complete view of SCADA system security concepts and
their important role in the nation’s critical infrastructure, this text begins by
defining SCADA system components and functions, and providing illustra-
tions of general SCADA systems architectures. With this background, specific
SCADA implementations in a variety of critical applications are presented
along with a determination of security concerns and potential harmful out-
comes of attacks on these operations.

The text follows these illustrations with a detailed look at the evolution of
SCADA protocols and an overview of the popular protocols in use today. Then
the security issues and vulnerabilities associated with these protocols are
examined.

With the criticality of SCADA system security established, the chapters that
follow explore SCADA system vulnerabilities, risk issues, attacks, and attack
routes, and they provide detailed guidance on countermeasures and other
mechanisms that can be applied to effectively secure SCADA systems. In addi-
tion, related information, security standards, and reference documents are dis-
cussed. These publications provide extremely useful information for securing
SCADA systems from cyberattacks.

The book concludes with an examination of the economics of implementing
SCADA system security, organizational culture issues, perceptions (and mis-
perceptions) of SCADA vulnerability, and current state of SCADA system
security. This last topic is addressed in detail by examining SCADA security
issues in the oil and gas industry, rail systems, and seaports. Finally, current
advanced development programs, additional countermeasures, and legisla-
tion targeted to increase the effectiveness of SCADA security in the present
and future are described.



What Is a
SCADA System?

Supervisory control and data acquisition (SCADA) systems are vital compo-
nents of most nations’ critical infrastructures. They control pipelines, water and
transportation systems, utilities, refineries, chemical plants, and a wide variety
of manufacturing operations.

SCADA provides management with real-time data on production opera-
tions, implements more efficient control paradigms, improves plant and per-
sonnel safety, and reduces costs of operation. These benefits are made possible
by the use of standard hardware and software in SCADA systems combined
with improved communication protocols and increased connectivity to outside
networks, including the Internet. However, these benefits are acquired at the
price of increased vulnerability to attacks or erroneous actions from a variety of
external and internal sources.

This chapter explores the evolution of SCADA systems, their characteristics,
functions, typical applications, and general security issues.

History of Critical Infrastructure Directives

In 1996, Presidential Executive Order 13010 established the President’s Com-
mission on Critical Infrastructure Protection (PCCIP) to explore means to
address the vulnerabilities in the U.S. critical infrastructure. Internet-based



Chapter 1

attacks and physical attacks were two of the major concerns that were to be
considered by the committee. As a result of the committee’s efforts, the FBI
National Infrastructure Protection Center (NIPC) and the Critical Infrastructure
Assurance Office (CIAO) were established in May 1998 by Presidential Deci-
sion Directive 63 (PDD 63). The main function of the NIPC was to conduct
investigations relating to attacks against the critical infrastructure and issue
associated warnings, when appropriate. The CIAO was designated as the main
entity for managing the U.S. critical infrastructure protection (CIP) efforts,
including coordinating the efforts of the different commercial and industrial
entities affected.

As a consequence of the CIAO activities, the Communications and Infor-
mation Sector Working Group (CISWG) was established with the mission to
“promote information sharing and coordinated action to mitigate CIP risk and
vulnerabilities in all levels of the Information and Communications (I1&C) Sec-
tor.” In addition, companies in eight critical industry sectors established a
related entity, the Partnership for Critical Infrastructure Security (PCIS). The
PCIS was formed to mitigate the vulnerabilities caused by the interdepen-
dence of many commercial and industrial organizations.

In response to the September 11, 2001 attacks, the president, on October 8,
2001, established the President’s Critical Infrastructure Board (PCIB), the Office
of Homeland Security, and the Homeland Security Council with Executive
Order 13228. Also in October 2001, the USA Patriot Act was passed to provide
U.S. government law enforcement agencies with increased authority to per-
form searches, monitor Internet communications, and conduct investigations.

On the economic front, in February 2003, President George W. Bush
appointed the 30-member National Infrastructure Advisory Council (NIAC)
from the private sector, state and local governments, and academia. NIAC’s
charter is to advise the president on information system security issues related
to the various U.S. business sectors. Around the same time, President Bush
issued Executive Order 1327, which discontinued the PCIB. This action was
necessary because the functions of the PCIB were assumed by the Department
of Homeland Security.

President Bush, in December 2003, announced Homeland Security Presiden-
tial Directives HSPD-7 and HSPD-8. HSPD-7 is a modification of PDD 63 that
delineates the national policy and responsibilities of the executive departments,



