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Introduction

False facts are highly injurious to the progress of science, for they often long endure; but false
views, if supported by some evidence, do little harm, as everyone takes a salutary pleasure in
providing their falseness; and when this is done, one path towards error is closed and the road
to truth is often at the same time opened.

—Charles Darwin

Nearly five million point-of-sale (POS) terminals process about 1,500 credit
and debit card transactions every second in the United States alone." > Most
of these systems, regardless of their formal compliance with industry security
standards, potentially expose millions of credit card records—including those
being processed in memory, transmitted between internal servers, sent for
authorization or settlement, and accumulated on hard drives. This sensitive data
is often weakly protected or not protected at all. It is just a matter of time before
someone comes along and takes it away. Valuable cardholder information can
be stolen from many places in a merchant’s POS system, such as unprotected
memory, unencrypted network transmission, poorly encrypted disk storage,
card reader interface, or compromised pinpad device.

There are more than one billion active credit and debit card accounts in the
United States.* It is not surprising that such cards have become an attractive
target for hackers. In 2011, payment card information was involved in 48% of
security breaches—more than any other data type.® In 2012, POS terminals and
payment data were record breakers in three different categories: The variety of
compromised assets, the variety of compromised data, and the breach count
by data variety.®

Information about breaches and new types of malware aimed specifically at
payment systems is popping up in the mass media almost every day, and yet
we're seeing only the tip of the iceberg since many incidents aren’t reported to
the public. In such a critical situation, it’s very important to assess the balance of
power between offensive and defensive sides in order to decide what to do next.

PCI standards provide a great security baseline, but they still don't protect
electronic payments adequately. Once merchants and software vendors achieve

xxiii



XXiv

Introduction

PCI compliance, they should continue securing their systems beyond the basics
in order to reach a reasonable level of protection.

This book summarizes, systemizes, and shares knowledge about payment
application security. All the aspects of card payment processing—from the
structure of magnetic stripe to architecture and deployment models to com-
munication protocols— are reviewed from the security viewpoint. Usually,
information security takes care of three major subjects: confidentiality, integrity,
and availability. All three are very important. When we talk about security of
payment applications, all three subjects are still applicable: the payment data
should be protected from disclosure at all times, it should not be altered, and
the payment service should be ready to use 100% of the time. However, as we
know, the greatest threat related to electronic payments is stealing sensitive
authentication data, specifically Track 1, Track 2, or PAN. Therefore, payment
application security is naturally focused on the first information security prin-
ciple, confidentiality, and its associated threat, information disclosure. This fact
explains why security standards related to payments, such as PCI, primarily
talk about controls which take care of confidentiality.

Speaking of POS and electronic payments, we certainly are not thinking of
just traditional brick and mortar stores. Online payments are another huge
field which probably deserves no less attention. Since both of these areas are
equally huge, they would not fit properly into the framework of a single book.
Discussion about online payments requires at least an overview of special top-
ics such as security of data centers and, obviously, web application security.
At the same time, some very important subjects, such as POI devices, are not
applicable when talking about e-commerce security. This book is dedicated to
in-store payment systems and all the aspects of their security. Perhaps online
payments will be a great topic for my next book.

Before we dive into the details of vulnerabilities and attack vectors, let’s
define the scope of the threats. It is important to understand that while we are
talking about threats to POS systems, most of the attacks are performed on
payment applications which can be either an internal part of the POS system or
a completely separate module. Payment application is a desired target because
in most cases it is a piece of software running under a Windows operating
system on PC-based devices connected to a local network or even directly to
the Internet. In combination with the fact that it accepts, processes, stores, and
transmits sensitive payment card information, this opens various possibilities
to steal the money remotely. From this point forward when we say “point of
sale” it means “payment application” and vice versa.
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Author’s Note

In the spring of 2011, I was urgently called to my then employer’s corporate
headquarters in Israel to work on a special project. I was asked to lead the design
and development of a new payment system for one of the largest supermarket
chains in Europe (name withheld for privacy). I had been working full time
on security and PCI compliance rather than development, but my 10 years of
experience in the development of payment interfaces gave them some hope
of saving the project after several previous failures. I was given substantial
resources, but the schedule was very tight for a project of such magnitude: we
had two months to release a working version. In addition, the solution needed
to be designed using the latest technology and security standards.

The development team I was given was made up of the best possible pro-
grammers. Almost immediately, however, I ran into an unexpected problem:
Since the product was new, no one in the group had a clue about payment inter-
faces—despite the fact that they already had experience in POS development.
Of course, there was no question about security or PCI compliance.

The first few days and even weeks were spent explaining electronic payments
in general, the details of the architecture of payment applications, and security
standards in this area. Everyone knew what a credit card was and how to swipe
it, but that was it! I thought it would be useful to have a guide to introduce new
architects and programmers to the field, but I knew that such a guide didn’t
exist. My own knowledge in this area was accumulated through many years
of work on a variety of payment systems and studying the application security.
That’s when the idea for this book was born.

Eventually, the payment solution was successfully delivered on time and I
returned to the United States to continue with my regular job. But I couldn’t stop
thinking about the book. Since then, the idea was slightly transformed to reflect
the latest developments in the industry. For example, the widespread introduc-
tion of PCI standards has led to a shift in attack vectors, from data storage to
memory. Also, newborn P2PE standards brought high hopes for merchants
and great challenges for software developers and hardware manufacturers.
However, the essential goal remained the same: Create a guide for developers,
security professionals, users of payment systems, and executives, to help them
understand the incredible blending of architecture principles, industry stan-
dards, software vulnerabilities, attack vectors, and cryptographic techniques
that together make up payment application security.
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Who This Book Is For

There are several types of users that will benefit from reading and using the
information in this book.

Point of Sale and Payment Application Developers, Development Managers, and
Software Architects working for software vendors and service providers will
learn the basics of payment applications and how to protect their products from
security threats. There are a few code samples provided for this group at the
end of the book. (I know, hackers do not code in C#, but they know to translate
it to C when needed.)

QA Analysts and Managers will get some ideas on how to create and conduct
security penetration testing of payment software.

Security Architects, Managers, Consultants, and Executives working for merchants
will learn what questions they should ask payment application vendors and
service providers in order to determine the level of protection of their software
and hardware.

Solutions Architects, Project and Product Managers, and Executives working for
both vendors and merchants will learn about areas of potential vulnerabilities
in order to be able to estimate the risks associated with implementing payment
solutions and efforts necessary to mitigate them.

Pros and Cons of Security Through Obscurity

I'was thinking about this issue when I started writing the book and was notic-
ing a significant amount of sensitive information I potentially disclose to “bad
guys.” I am sure there will be people asking “Why are you talking about these
issues in the first place? We are putting so much effort into achieving PCI
compliance, and you are saying it is not enough and showing how to hack PCI
compliant applications! You are ruining our work! Let’s keep these vulner-
abilities secret until the PCI Council notices them, admits their importance,
develops countermeasures, includes them into the next version of standards,
and requires us to implement them!” Well, it sounds already too complicated
to do in a reasonable period of time. And what if the bad guys already learned
some of this stuff? They won't tell you about their knowledge. They will also
keep it secret until the day they break your system.

There are two “clubs” in this game—hackers and developers. Both are closed
clubs and both are trying to keep their secrets from each other. The problem
begins when hackers become developers, or developers become hackers. In the



Introduction

XXVii

first case, you get an “insider”—someone who knows your application’s secret
tricks, back doors, and weaknesses. This information can be disclosed to third
parties, or used directly by that person. In the second case, you have “secret”
information that went with the person who left the company and was then free
to use it or sell it to others. Both cases are bad if application security is mostly
achieved through obscurity.

As Bruce Schneier said, “Disclosed vulnerability is one that—at least in
most cases—is patched. And a patched vulnerability makes us all more secure.
Minimize the number of secrets in your security system. To the extent that you
can accomplish that, you increase the robustness of your security. To the extent
you can't, you increase its fragility. Obscuring system details is a separate deci-
sion from making your system secure regardless of publication; it depends on
the availability of a community that can evaluate those details and the relative
communities of “good guys” and “bad guys” that can make use of those details
to secure other systems”.”® I am sure there is a community that is ready for
this publication.

What This Book Is Not

This book is not about payment card fraud protection. Those controls only pro-
tect the cardholder and the merchant before the card is swiped. However, they
do not secure the sensitive cardholder data once it is entered into the system.
Examples of such security measures are using CVV or ZIP code verification
during authorization.

Although there is an entire chapter about PCI, as well as multiple references
to the standards which became an essential part of the payment industry, this
book is not a guide on PCI compliance. There are publications and training
courses that will teach you about PCI. Rather, this book looks beyond PCI and
provides practical recommendations on how to implement real application
security controls. Neither is it about security of payment processing from the
point of view of credit card brands. PCI standards help to secure only selected
fragments of the big picture. However, the entire process, including implemen-
tation and deployment of payment applications, is vulnerable by design, and
responsibility for its security is delegated to merchants, payment processors,
software/hardware vendors, and service providers.

Security of payment processing data centers is also outside the scope of this
book because it requires much more than just a single chapter. This book is
focused on the retail store which is more vulnerable than any other electronic
payment flow players.
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How This Book Is Structured

Good programmers follow coding conventions and best practices. One of the
basic development principles is dividing the code into small, relatively inde-
pendent pieces—several lines of code in size—which can be easily read and
understood. The same approach was implemented in this book to minimize
the size of each single section. The text is structured in a manner similar to
professional technical documents, with a detailed table of contents that makes
it simple to quickly locate and read specific pieces of information.

The book is divided into three main parts:

1. Technology overview
2. Description of attacks and vulnerabilities

3. Solutions for the problems (mitigations and protection measures)

Part I, “Anatomy of Payment Application Vulnerabilities” (Chapters 1, 2,
and 3), sets the scene for Parts II and III by explaining the technological back-
ground of electronic payments. Even though it’s an introduction to the world
of cards and payment applications, all their components are reviewed from a
security point of view.

Chapter 1, “Processing Payment Transactions,” covers the basics of payment
processing: How different organizations—players in the plastic game—partici-
pate in the transaction flow, their responsibilities and challenges, and the differ-
ences between various payment transaction types, with detailed explanations
of exception and error-handling scenarios.

Chapter 2, “Payment Applications Architecture,” introduces basic design
concepts, compares different deployment models, and explains the main func-
tional modules of payment application divided into two groups—interfaces and
processors. It also explains the types of connectivity and differences between
communication and message protocols.

Chapter 3, “PCIL,” describes security standards that regulate the industry
employing payment applications, and shows how they protect the sensitive
cardholder data from being stolen. This chapter explains the difference between
PCI DSS and PA-DSS from both merchant and software vendor perspectives.
There is a description of standards (such as ISO and FIPS) that indirectly affect
payment application security. The chapter introduces the PCI P2PE standard
(the technical details of P2PE implementation are also explained in Chapter 8).

Part II, “Attacks on Point-of-sale Systems” (Chapters 4, 5, and 6 ) explains
how card data can be stolen from POS machines, and why particular areas of
payment applications are more vulnerable than others.

Chapter 4, “Turning 40 Digits Into Gold,” explains what is inside the payment
card and how this knowledge helps the bad guys use stolen cards to get cash.
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The goal of this chapter is to demonstrate the ease and simplicity of the credit
card fraud by providing a step-by-step explanation of the process, from obtain-
ing the “dump” to getting the cash. There’s a detailed description of the carding
that includes hidden and small but important tricks of encoding, embossing,
and tipping fake cards.

Chapter 5, “Penetrating Security Free Zones,” describes payment application
vulnerabilities not addressed by existing PCI security regulations. Although
PCI defines a great security baseline, many areas of payment applications are
covered by neither PCI nor other standards. This chapter also contains “bonus”
sections about non-software attacks that are not directly related to payment
applications but aimed at other areas of POS, such as the physical security of
pinpad devices and design flaws in POS payment processes.

Chapter 6, “Breaking into PCI-protected Areas,” covers payment applica-
tion vulnerabilities in areas that are supposed to be protected by current PCI
security standards. Even though PCI standards require encryption on “data
at rest,” there are various vulnerabilities associated with data storage, such as
weak encryption mechanisms and poor key management.

Part 111, “Defense” (Chapters 7, 8, and 9), addresses the issues described in
the previous part. It describes how to prevent attacks on payment applications
by employing powerful cryptographic tools for protecting the cardholder data
and payment application code.

Chapter 7, “Cryptography in Payment Applications,” explains the basics of
cryptography in the context of payment application security, which provides
necessary foundations for implementing protection controls defined in sub-
sequent chapters. Information in this chapter includes a description of main
cryptographic principles and applications such as symmetric and asymmetric
encryption, digital signatures, and cryptographic standards. It provides the
reader with knowledge needed for understanding and designing powerful
protection mechanisms such as sensitive cardholder data encryption, digital
signing, and point-to-point encryption.

Chapter 8, “Protecting Cardholder Data,” explains how the power of modern
cryptography can be utilized in order to protect sensitive cardholder infor-
mation from the moment of swiping the card at the POS to the transaction
settlement. The chapter describes various methods of data encryption at any
possible state—in memory, in transit, and at rest—including an introduction
to the latest industry trend—a technology capable of protecting them all called
point-to-point encryption. The chapter defines the different types of point-to-
point encryption implementation—hardware, software, and hybrid—and how
they affect security. It also explains the essentials of typical P2PE solutions such
as DUKPT key management scheme.

Chapter 9, “Securing Application Code,” explains how to protect the pay-
ment application itself from attacks in the hazardous environment of retail
stores. Attacks on sensitive data in memory, in transit, and at rest are not the



