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Preface

Th e management of operational risk is one of the broadest functions of any bank or fi nancial 
institution and one of the hardest to compartmentalise. Over the past two decades, under-
standing of operational risk has grown rapidly. Alongside this understanding, however, the 
realisation has emerged that only limited data is available. As a whole, the banking industry 
oft en has to deal with operational risk by trial and error. Th is book continues the discussion 
of bank operations. It examines how banks deal with operational risk, considers some case 
studies and lessons from the past and discusses how regulators approach operational risk. 

Th is book is divided into four parts and eleven chapters that delve deeply into the 
subject matt er. Despite the depth, the discussion here is unlikely to be enough to fully grasp 
the challenges of operational risk that have been high up on the list of considerations for the 
Basel Committ ee on Banking Supervision (BCBS) since the late 1990s. Further reading is 
encouraged and suggestions are provided at the end of each chapter.

Every eff ort has been made to ensure that policies and regulations discussed in this 
book are up to date and current.  Most regulations on operational risk in use around the world 
are based on Basel II, which this book discusses at length. 

Th e fi rst part of this book starts with a background discussion of what operational risk 
is in the banking industry as diff erentiated from other types of risk commonly addressed such 
as credit risk, market risk, and operations risk. It also discusses how operational risk consid-
erations in the banking industry may diff er from other industries. With a broad defi nition at 
hand, this part goes on to discuss operational risk frameworks and best practice principles. 
Th e part ends with a series of real life cases that give a practical relief to theoretical discussions 
of operational risk management. 

Th e second part of this book, which starts in Chapter 4, looks at how banks can and 
should undertake operational risk planning. Th e fi rst chapter in this part considers the various 
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methods and tools available to banks and other fi nancial institutions.  Th e second goes on 
to discuss how best to identify risk, and carry out risk and control self-assessment (RCSA). 
Th e fi nal chapter in this part looks at how to measure and assess risk to determine the prob-
able potential loss. 

Th e third part of this book launches in Chapter 7 with an in-depth look of opera-
tional risk management. It starts out with considerations of risk control and mitigation 
followed by Chapter 8, which considers issues of escalation, key risk indicators (KRIs), 
and risk reporting at some length. Th is part ends in Chapter 9 with a discussion of 
 associated techniques such as scenario analysis and how various operational risk models 
work and fi t in within the greater framework of operational risk management. Some top-
down and bott om-up models are considered. 

Th e last part of this book encompasses the last two chapters, both of which con-
sider how regulators look at operational risk and how regulatory approaches aff ect banks. 
Th e fi rst considers regulatory requirements, particularly those set out by the Hong Kong 
Monetary Authority and its relationship to Basel II. Th e fi nal chapter in this book looks at 
risk governance, outlines and discusses the principles for sound risk management devel-
oped by the BCBS and brings the book to an end with a brief discussion of how the various 
techniques help identify and manage potential events, thus, minimise losses. 

Th is book includes detailed explanations, summaries, tables and charts to help 
industry professionals develop a sound theoretical framework for their work in the fi eld. 
Both students and working professionals can benefi t from this detailed work produced in 
collaboration with some of Hong Kong’s most prominent professionals. Aimed at bank-
ing practitioners and designed as an essential tool to achieve learning outcomes, this book 
includes recommendations for additional readings. A list of further readings at the end of 
each chapter will help readers expand their knowledge of each subject while supplemen-
tary readings can help readers dig deeper into specifi c areas. Essential readings will occa-
sionally be highlighted and these are important for students preparing for the examinations 
leading to the Associate of the Hong Kong Institute of Bankers designation (AHKIB). 

A number of people were integral to the development of this work. Among them it 
is important to highlight Frederick Au. Th ere are many others whose contributions have 
been of particular signifi cance in the preparation of this essential reference for banking 
professionals. Among them are Dr. David Yiu Chau Lam and Amos Chan. Th e information 
provided in the collection of  Hong Kong Monetary Authority publications were instru-
mental in developing the chapters on risk control and risk governance, we are grateful for 
the insightful comments from  representatives of the Hong Kong Monetary Authority.   

Th e preparation would not have been possible without the help, advice, support,  
and encouragement of all these people and dozens more. We would like to extend our 
sincere thanks to them all.

Th e Hong Kong Institute of Bankers
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                  Overview and Defi nition 

     Learning objectives 

  After studying this chapter, you should be able to:

    1  Understand how operational risk is defi ned by banking regulators, 
including the Hong Kong Monetary Authority (HKMA), and under Basel II 

   2  Distinguish operational risk from other types of risk, including market 
risk and credit risk, and from operations risk 

   3  Describe how Basel I and II approached operational risk and its 
inclusion as a factor in determining capital adequacy 

   4  Defi ne operational risk management and discuss its drivers, activities, 
and related disciplines 

   5  Understand the HKMA approach to operational risk    
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4 / OPERATIONAL RISK IN THE BANKING INDUSTRY

            Introduction 
 Risk is an inherent part of the business of banking. It comes in various forms, each of 
which presents its own challenges to the proper functioning of a bank. One of the most 
all-encompassing of these risks is operational risk. 

 Operational risk in banks and other fi nancial institutions did not become a focal 
point until the late 1990s and the work by the Bank for International Sett lements’ Basel 
Committ ee on Banking Supervision (BCBS) to defi ne it, as well as develop frameworks 
to manage it and provide regulatory options. Th rough Basel I and the subsequent Basel II, 
operational risk moved from a position well behind the curtain to a role on the center stage of 
banking operations.   Over the past decade, operational risk has taken on even greater impor-
tance. Th e BCBS principles on operational risk management were honed and streamlined. 

 Th is book seeks to defi ne and explain operational risk, explore approaches to mea-
sure it, control it, and mitigate losses—in short, to explore operational risk management. It 
explores the sources of operational risk and the evolution of operational risk events. It seeks 
to off er readers and students the tools to determine bank exposures and develop strategies 
to mitigate it. 

 Th is fi rst chapter lays the foundations for the rest of the book. It seeks to defi ne opera-
tional risk, categorise it, and examine where it comes from. It outlines the approaches used in 
Basel II and by the Hong Kong Monetary Authority (HKMA). Th e broad outlines of impor-
tant operational risk events will also be considered before trying to diff erentiate operational 
risk from other types of risk, including operations risk, which is an entirely diff erent category. 

 Lastly, this chapter considers the interplay between the risk management practices 
of various functions of a bank and operational risk, including fi nancial risk management, 
audit and internal controls, and reliability engineering. 

   What is Operational Risk? 
 For banks and other fi nancial institutions, risk is the inherent potential, while conducting 
business, for losses or fl uctuations in future income that are triggered by events or ongoing 
trends. Th e usual forms of risk to which banks are exposed include market risk, credit risk, 
strategic risk, and operational risk. 

 Operational risk arises not only from a company ’s operations, but also from any 
disturbance in its operational processes. Th e disruption may come from a one-off  event, 
ranging from rogue trading to terrorist activities or a landmark legal sett lement, or from a 
systems breakdown to sabotage, regulatory breaches, and even acts of God. 

 Because the triggers are so varied, it is diffi  cult to come up with an exact defi nition 
of operational risk. Th e fuzziness of defi nition has led to two extreme categorisations. Th e 
“narrow” view sees operational risk as stemming from failure within a company ’s back offi  ce 
or operations area. Th e “wide” view, on the other end of the spectrum, sees operational risk 
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CHAPTER 1: Overview and Defi nition / 5

as a quantitative residual, that is, the variance in net earnings not explained by fi nancial 
risks such as market risk and credit risk. 

 While simpler to understand, the “narrow” view is constraining because it does not 
take into account the many risks that can aff ect operations, for example, reputation or legal 
risks. Th e “wide” view, by contrast, is more encompassing, and separates risks that are rela-
tively easy to measure from those that are not. Th e problem is that the wide view is too sweep-
ing, and because it lacks specifi city, is virtually impossible for use in managing operations. 

  Operational Risk in Financial Institutions 

 Most banking regulators adopt defi nitions that fall somewhere between these two views, 
focusing on the risk of failures in technology, controls, and staff . For example, the U.S. 
Federal Reserve Board ’s  Trading and Capital-Market Activities Manual  defi nes operations 
and systems risk as “the risk of human error or fraud or the risk that systems will fail to 
adequately record, monitor, and account for transactions or positions.” Th e U.S.  Offi  ce of 
the Comptroller of the Currency (1989)  described operational risk as including system fail-
ure, system disruption, and system compromises. 

 For its part, the BCBS defi nes operational risk in its Basel II guidelines “as the risk of 
loss resulting from inadequate or failed internal processes, people and systems or from exter-
nal events. Th is defi nition includes legal risk, but excludes strategic and reputational risk.” 

 Th e HKMA closely follows the Basel II defi nition. In its  Supervisory Policy Manual 
 for  Operational Risk Management , the HKMA defi nes operational risk as “risk of direct or 
indirect loss resulting from inadequate or failed internal processes, staff  and systems or 
from external events.”   1   

 In evaluating operational risk, the HKMA requires authorised institutions (AIs) to 
take into account both product and AI-specifi c factors. 

 “Th e relevant product factors include the maturity of the product in the market, the 
need for signifi cant fund movements, the impact of a breakdown in segregation of duties 
and the level of complexity and innovation in the market place,” it explains. “AI-specifi c fac-
tors, which can signifi cantly increase or decrease the basic level of operational risk, include 
the quality of the audit function and programme, the volume of transactions in relation to 
systems development and capacity, the complexity of the processing environment and the 
level of manual intervention required to process transactions.” 

   Causal Factors 

 Determining the causes of operational risk is key to understanding and handling operational 
risk. In the last decade, understanding of operational risk has deepened considerably as has the 

 1 HKMA Supervisory Policy Manual,  Risk-based Supervisory Approach  (HKMA, 11 October 2001), 20.
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6 / OPERATIONAL RISK IN THE BANKING INDUSTRY

ability of practitioners to separate operational risk from other types of risk such as credit risk, 
market risk, risks from interest rates or liquidity risk, reputational risk, legal risk, or strategic risk. 

 Operational risk has emerged as a much more signifi cant issue over the last cou-
ple of decades as banks rely on more complex technology and automate their processes, 
develop more complex products, become larger through mergers and acquisitions, con-
solidate and reorganize their operations, outsource some functions, and adopt measures to 
control other types of risk that create new operational concerns.   2   

 In sett ing out its approach to handle operations risk, the HKMA lays out four gen-
eral causal factors for operational risk:

•   Process factors; 
•  People factors; 
•  System factors; 
•  External factors.   

 Each of these, in turn, creates diff erent categories of risk that are explored further in 
the next section. 

   Categories 

 Th e four main causal factors of operational risk—processes, people, systems, and exter-
nal factors—all create manageable but potentially signifi cant risks to an organization. Like 
the HKMA, the BCBS also suggests that identifying these four causal factors is the fi rst 
step towards defi ning operational risk and then creating a framework to address it that is 
uniform across fi nancial institutions. Each of these causal factors is relatively general in its 
scope and each can lead to signifi cant risk events.   3   

  Process Factors 
 Th e fi rst causal factor, process risk, focuses on the internal structures that an institution uses 
to carry out its business. Th ese processes can, and oft en do, carry signifi cant risks with them. 

 Th ere are multiple categories of risks that can be associated with process:

•   Inadequate or inappropriate guidelines and procedures; 
•  Inadequate communication or a failure in communication; 
•  Erroneous data entry; 
•  Inadequate reconciliation; 
•  Poor customer or legal documentation; 
•  Inadequate security controls; 

  2  HKMA Supervisory Policy Manual,  Risk-based Supervisory Approach  (HKMA, 11 October 2001), 20.
  3  HKMA Supervisory Policy Manual,  Risk-based Supervisory Approach  (HKMA, 11 October 2001), 20.
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CHAPTER 1: Overview and Defi nition / 7

•  Breach of regulatory and statutory provisions or requirements; 
•  Inadequate change management process; and 
•  Inadequate back up or contingency planning.   

   People Factors 
 People, whether intentionally or otherwise, can also pose a signifi cant operational risk. 
Intensive training and careful, multi-layered supervision can help but there are still several 
categories of operational risk that stem from this ever-present causal factor. Th ese include:

•   Breaches of internal guidelines, policies, or procedures; 
•  Breaches of delegated authority; 
•  International criminal acts; 
•  Inadequate segregation of duties or lack of dual controls; 
•  Lack of experience; 
•  Staff  oversight; and 
•  Unclear roles and responsibilities.   

   System Factors 
 In recent years, there have been a number of high-profi le institutional failures—sometimes 
but not always related to fi nancial institutions—that were caused by systemic risk. New 
computer soft ware models that help stock traders do high-intensity trading with hundreds 
of thousands of trades per minute based on complicated algorithms have been highly prof-
itable but have, at times, caused massive losses in just a few minutes. Banks and other fi nan-
cial institutions have lost customer data due to system failures and networks have been 
known to break down. 

 System risk may be easier to identify than other causal factors and there are fewer 
categories of operational risk associated with systems. Nevertheless, experience shows that 
this type of risk can be potentially devastating for a fi nancial institution. Th e HKMA gives 
an example of a systemic risk factor in its guidance on  Operational Risk Management  issued 
as part of its  Supervisory Policy Manual : Inadequate hardware, networks, or sever mainte-
nance. It is probably safe to include inadequate soft ware in this category as well. 

   External Factors 
 External factors can also pose signifi cant operational risk to a banking institution. Here 
again, processes can be put in place to control or mitigate events associated with external 
risks, even if these are oft en harder to control. Among the categories of external risk are:

•   Criminal acts; 
•  Vendor misperformance; 
•  Man-made disasters; 
•  Natural disasters; and 
•  Political, legislative, and regulatory causes.   
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8 / OPERATIONAL RISK IN THE BANKING INDUSTRY

     Important Operational Risk Events 
 With broad operational risk causal factors broken down into somewhat narrower risk 
categories, the next step is to determine how categories translate into actual events and the 
potential losses that stem from those events. Operational risk management is fundamen-
tally about managing risk to prevent operational losses, particularly large ones. Th e major 
operational risks are primarily driven by events such as fraud, sales practice violations, and 
unauthorised activities. Th e goal of operational risk management is to lower the frequency 
and severity of large-loss events. 

 We can draw a four-section grid that depicts low frequency and high frequency loss 
events against small losses and large losses (see Exhibit    1.1  ). 

       EXHIBIT 1.1  Classifi cation of operational risk by frequency and severity: 
unrealistic view (top) and realistic view (bottom) 

Low frequency/
High severity

Low frequency/
Low severity

High frequency/
Low severity

High frequency/
High severity

Loss
severity

Loss
frequency

Low frequency/
High severity

N/A
High frequency/

Low severity

N/A

Loss
severity

Loss
frequency

 Anna S. Chernobai, Svetlozar T. Rachev, Frank J. Fabozzi,  Operational Risk: A Guide to Basel II Capital 
Requirements, Models, and Analysis  (New Jersey: John Wiley & Sons, Inc., 2007), 25.  
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CHAPTER 1: Overview and Defi nition / 9

  Th e key challenge for operational risk management is to ensure a low frequency of 
major events that lead to large losses. Large losses from major events can destroy a bank. 
Perhaps the most famous example of such a destructive event is what happened at Barings 
Bank in the United Kingdom, which declared bankruptcy in 1995. 

 Barings was the oldest merchant bank in the UK, a venerable institution founded in 
1762 that operated profi tably for more than two centuries until one man with unchecked 
powers brought it all down. In 1993, Nick Leeson was appointed general manager of the 
Barings Futures subsidiary in Singapore. His job was to take advantage of low-risk arbi-
trage opportunities and leverage diff erences in price in similar equity derivatives on the 
Singapore Money Exchange (SIMEX) and exchange markets in Osaka, Japan. With litt le 
consideration for operational risk, Leeson was given control of both trading and back-
offi  ce functions. 

 Leeson ’s losses started to accumulate when the markets became much more vol-
atile through 1993 and 1994 and he hid those losses in a special account (numbered 
88888). Th e earth opened up under his (and the bank ’s) feet when a massive earthquake 
struck Kobe on January 17, 1995. Leeson ’s losses topped US$1 billion. His fraudulent 
practices did not become apparent until February, when he did not show up to work 
at his offi  ce in Singapore and tried to fl ee to England. In his own book,  Rogue Trader , 
Leeson says he had built up an exposure in Japanese shares of more than GBP11 billion, 
which amounted to about 40% of the Singapore market. In March 1995, ING bought 
Barings for GBP1 and, before the year was out, Leeson was sentenced to six and a half 
years in a Singapore jail.   4   

 All this could have been avoided through bett er internal controls and consider-
ation of operational risks. What happened at Barings was monumental, a large loss, low 
frequency event that is not necessarily unique to the banking industry. Industries such as 
aviation, healthcare, chemical-processing, and railway also face similar dangers. 

 A secondary challenge for operational risk management is to stem the high fre-
quency of small losses, although these usually are not a serious threat to the company. 
Oft en these minor losses can be incorporated into the cost of doing business (for example, 
credit-card fraud loss). Over time, operational risk management can spot the problem 
areas and fi nd appropriate solutions to minimise or avert the occurrence of these minor 
but frequent losses. 

 What happens when operational risk management fails? Exhibit    1.2   lists examples 
of highly severe but fortunately low-frequency events and operational shortcomings that 
resulted in big bank losses over two decades. 

  Th ese events are not always associated with operational risk but they can be directly 
linked to failures in operational risk management. 

  4  Anna S. Chernobai, Svetlozar T. Rachev, Frank J. Fabozzi,  Operational Risk: A Guide to Basel II Capital 
Requirements, Models, and Analysis  (New Jersey: John Wiley & Sons, Inc., 2007).

c01.indd   9c01.indd   9 08-05-2013   10:17:1608-05-2013   10:17:16



10 / OPERATIONAL RISK IN THE BANKING INDUSTRY

 EXHIBIT 1.2  Examples of operational risks 

 Institution  Activity  Year 
 Loss 
$ million   *   

 Daiwa Bank, 
New York 

 Unauthorised bond 
trading caused by poor 
management controls 

 1984–95  1,100 

 Sumitomo Corp, 
London 

 Unauthorised 
copper trading, fraud, 
and forgery 

 1986–96  1,700 

 UK life-insurance 
industry 

 Pensions mis-selling 
and non-compliance 

 1988–94  18,000 

 Standard 
Chartered, India 

 Irregularities on 
Bombay Stock 
Exchange 

 1992  400 

 Credit Lyonnais  Poor lending control  1980s, 1990s  29,000 
 U.S. banks, 
corporations, 
retailers 

 Check fraud  1993  12,000 

 London Stock 
Exchange and 
members 

 TRURUS system 
cancellation 

 1993  700 

 Kidder Peabody  Bond trading, lack of 
internal controls 

 1994  200 

 Proctor & Gamble  Lack of management 
understanding 

 1994  157 

 Morgan Grenfell  Misrepresentation  1990s  640 
 Orange County  Bond trading, lack of 

management oversight 
 1994  1,700 

 Barings, Singapore  Inadequate control of 
futures trading—in 
particular poor 
segregation of duties 

 1995  1,600 

 Deutsche Bank 
(Morgan Grenfell), 
London 

 Investment outside 
authority 

 1996  600 

 eBay  Internet auction house, 
technology failure 

 1999  5,000 wiped 
off market 
value 

    

 Christopher Marshall,  Measuring and Managing Operational Risks in Financial Institutions  (Singapore: John Wiley 
& Sons, 2001), 27. 
  *Approximate US$ cost as cited on at least one occasion in the press.    
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CHAPTER 1: Overview and Defi nition / 11

   Linked Events 

 An example of failures linked to operational risk can be found in hedge fund failures in 
recent years, failures that amount to about US$600 billion invested in some 6,000 funds.   5   
Hedge funds typically associate operational risk with the operating environment of the 
fund, including middle and back offi  ce functions, trade processing, accounting, adminis-
tration, valuation, and reporting. It is a wide defi nition that makes it possible to link myriad 
events to operational risk management. 

 In  Measuring and Managing Operational Risks in Financial Institutions , Anna 
Chernobai, Svetlozar Rachev, and Frank Fabozzi quote a 2002 study by the Capital 
Markets Company (Capco) that linked about half of all hedge fund failures to operational 
risk. Th e most common failures include misrepresentation of fund investments, misap-
propriation of investor funds, oft en by investment managers, unauthorised trading, and 
inadequate resources. All these could feasibly be linked with operational risk.   6   

   Legal Events 

 Th e defi nition of operational risk adopted by the HKMA (and by the BCBS) excludes stra-
tegic or reputational risk but includes legal risk. By defi ning operational risk as “the risk 
of loss resulting from inadequate or failed internal processes, people and system or from 
external events,”   7   the HKMA takes into consideration that accounting for legal events is a 
key function for operational risk managers. 

 New techniques to mitigate other types of risk such as those associated with col-
lateralisation, credit derivatives, or asset securitization, may open the door for more legal 
risk that would fall under the broad umbrella of operational risk. Th ese risks are included 
in the operational risk framework despite the fact that the HKMA ’s risk-based supervisory 
approach suggests that AIs are subject to eight major types of risk: credit, market, interest 
rate, liquidity, operational, reputational, legal, and strategic. Th e old silo approach to man-
aging risk is no longer seen as suffi  cient. Risks are oft en interlinked, as is the case with oper-
ational and legal risks. A bank may, for example, have operational processes to handle issues 
of security associated with mortgages or loans but if these processes lead to outcomes that 
do not conform with local laws or regulations then the process is intrinsically fl awed and 
the resulting legal event may ultimately be the result of poor operational risk management. 

 At the same time, Hong Kong ’s  Banking Ordinance  requires AIs to carry out their busi-
ness with “integrity, prudence, competence and in a manner which is not detrimental to the 
interests of depositors or potential depositors.” In assessing a bank ’s compliance with these 

  5  Anna S. Chernobai, Svetlozar T. Rachev, Frank J. Fabozzi,  Operational Risk: A Guide to Basel II Capital 
Requirements, Models, and Analysis  (New Jersey: John Wiley & Sons, Inc., 2007).
 6 Anna S. Chernobai, Svetlozar T. Rachev, Frank J. Fabozzi,  Operational Risk: A Guide to Basel II Capital 
Requirements, Models, and Analysis  (New Jersey: John Wiley & Sons, Inc., 2007).
  7  Hong Kong Monetary Authority,  Supervisory Policy Manual: Operational Risk Management ; 28 November 
2005. Pg. 3.
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