WHCTPYMEHTAPUN

XAKEPA

C. A. batuu

Mpumepbl B3NOMA

Araku Ha Wi-Fi

Kpaxa naponei B coyManbHbiX CeTAX
becnnartHbie nporpaMmmbl

Xakuur 6e3 cneunanbHbiX CpeAcTs
Jauura ot Xakepos

- - ..--.': 3 _; - - “I‘. I; .f-' : » " ' F
2 TR o e
- - :g '._a'r':r:r‘:--l-."n!n':)d - 2
) S L e 0 _-"1‘—?3'---'-.\ T
; . n_.-t'nn’akf-'-u ‘\t-"... - :
(bhw@

R T Ll e ¥
o *ﬁ




VIK 004

BBK 32.973.26-018.2

b12

b12

baoun C. A.

WuctpymenTapmit xakepa. — CII6.: BXB-Iletepoypr, 2014. —
240 c.: win. — (I'maszamu xakepa)

ISBN 978-5-9775-3314-0

OpI/lFI/lHaﬂbHOC HU3JI0KCHUE MaTepualia MO3BOJIUT YUTATC/IIO ITOHATH METObI
obecrieyeHus 3aUThl HHGOPMALK KaK Ha JIHYHBIX KOMITBIOTEPaX, TaK M B IIPO-
(eccuonanbHbIX cucteMax. OMHCaHBl OCHOBHBIE NPHUHIMIBI IOAOOpa HHCTPY-
MeHTapHs xakepa. [IpuBeeHO MHOXKECTBO MPUMEPOB B3JIOMa U COKPBITHS Clie-
JIOB: IIepexBar mapoJeii, araku Ha Wi-Fi-poyrepsi, nogmena MAC-anpecos, cro-
co0bI OcTaBaThcsl HEBUOUMBIM B MHTepHeTe. B mpoTHBOBEC 370yMBIIITIEHHUKY
OIMMCaHBI METOJIBI 3aLIUTHI C TIOMOIIBIO COOTBETCTBYIOLIMX MPOTPAMMHBIX HHCT-
pYMeHTOB. [laHBl pEeKOMEHIALMM, KaK MOCTYIaTh, YTOOBl HE JMIIUTHCS CBOMX
JICHET TIPH AUCTaHINOHHOM 0aHKOBCKOM OOCITY)KUBAHHH.

Kaura Moxer OBITh HCIOJIb30BaHA B Ka4eCTBE IMPAKTUIECKOTO PYKOBOJCTBA
JUIs Ha4aJbHOM MOATOTOBKH CIIEHUAIUCTOB HHPOPMAIIOHHOM O6e30macHOCTH. 3a
CYeT MoapoOHOTO ONMMCAHUS HACTPOEK, KAUeCTBEHHOW BU3yalIM3alliy MaTepraa,
npeoOnagaHnsi OpUEHTUPOBaHHOCTH Ha Windows-cucreMbl (A TpPUMEPOB
¢ Unix monpoOHO OmuMChIBaeTCsl KaXKIBIA IIar), OHa Takke OyIeT MHTepecHa H
HOHSATHA JIF0OOMY IT0JIF30BATEIIIO IEPCOHABHOTO KOMIIBIOTEPA: OT CTapIIeKIacc-
HHUKA U CTY/ICHTA J0 npodeccroHana.

Jnsa nonvzosamenei [IK

VK 004
BBK 32.973.26-018.2

prnrla NMOATOTOBKMU U3JaHUSA:

I'naBHBII penakTop Examepuna Konoykosa
3aB. pemakuuen Examepuna Kananvieuna
Penakrop Anna Kyzvmuna
KommbrotepHas BepcTka Onveu Cepauenko
KoppexTop Bunauda [mumpuesa
Juzaitn cepuu HUnnor Tauunoti
OdopmieHne 0010KKH Mapunwvr Jlambuesot

MoanucaHo B nevyaTb 28.02.14.
®dopmat 70><1001/16. Mevatb odceTHas. Yen. ney. n. 19,35.
Tupax 1500 ak3. 3aka3 Ne
"BXB-MeTepbypr", 191036, CaHkT-MeTepbypr, MoH4apHas yn., 20.

MepBas Akagemuyeckas Tunorpadums "Hayka"
199034, CankT-MeTepbypr, 9 nuHus, 12/28

ISBN 978-5-9775-3314-0 © batbun C. A, 2014

© Odopmnenne, usnarenscrso "BXB-ITerepoypr", 2014



OrnaBneHue

BBenenne S

I'nasa 1. 3axBart napo.as ¢ npumeHenuem ataku ARP-spoofing,
WJIH M0YeMY TAK NPOCTO YKPACTh MAPOJIb AJIS BX01a B CONHAJIBHYIO CeTh

"BKonrakre" 7
I'naBa 2. CyieIbI MPEOBIBAHTS XAKEPA covvererrressssssssressasesssssossassssssssssassssasssssaseses 19
I'nasa 3. B3iom x3m-gpynkuuu napoJs enable mapmpytusaropa Cisco........ 29
I'nasa 4. ITonmena MAC-aapecosn 41
I'nasa 5. Bznom WPA2-PSK na Wi-Fi-poyTtepe 53
I'naBa 6. U BaoBB 0 Wi-Fi 73
I'naBa 7. CoxpbiTHe cBoero IP-anpeca 83
I'naBa 8. CkpbITHE TAHHBIX XaKEPOM HA JIHTHOM KOMIBIOTEPE «covvrerersecneres 101
I'naBa 9. YaajleHHOe ynpaB/ieHHe KOMIIBIOTEPOM 125
I'naBa 10. A Hy:KeH JIn HHCTPpYMeHTApHii? 149
I'naBa 11. Kak xakep aBTOMATH3HPYET CBOKO OXPAHY «cccvverereneessasecsaseesssessnsees 163
I'nasa 12. 3amuTa 175
12.1. O6mme Bonpochl. CTPATETHUECKNAE U TAKTHIECKUE LIEITH ..c..vveeveneenreneenrenneneenseeneenns 175
12.2. MOHHUTOPUHT ¥ aHAJTU3 3AILUIIEHHOCTH KOMITBIOTEPA ..c.vvvenreenrernrenerenirenieenieeneeeneennns 179
12.3. 3ammra oT BpeA0HOCHOTO KOZa, KOHTPOJIb LIEIOCTHOCTH MPOrpaMMHOT0

OOCCTIEUCHI «..c..eeveiteitenieeteete et eateeat e bt et et eateeatesbeesbeenae e bt eateeatesbtesbeenbeebeemneeanes 186
12.4. TIPUMECHEHUE DAMPBOIIOB .....c.vveeveerriereereereseeseresseesseesseeseessesssessaesseesseessesssesssesssenns 192
12.5. TlpenocraBiieHre MUHUMYMa MOJIHOMOUHH, OrpaHUUEHHasi porpaMMHasi cpefa....... 201
12.6. HekoTopble peKOMEHAALIMY TI0 3aIIUTE "AOMAITHUX" POYTEPOB ..vvveereveenereenereannenns 208
12.7. TTIpocTbie MPUMEPBL VPN L....iiiiiiiiiiiiiierieeitete ettt ettt 210
12.8. Kak Ou3HecMeHy 3alllUTUTh CBOU JI€HbIM MPU IUCTAaHLIMOHHOM

OAHKOBCKOM OOCITYIKHBAHI ..........eeveenreerrenseesseesseeseessesssesssesssesseesseessesssesssssssesseenses 212
12.9. Ecnui aHTUBUPYC MOJTUUT, @ MOJTO3PEHNE HA BUPYC €CTh...eeevveerreeereeireenareenereenaneens 215
3aki0ueHue 221

IMPUJIOKEHUE. O6ecneuenne 3amutnl Wi-Fi-mapmpyru3zatopa
U foMainHel ceTn Ha npuMepe poytepa TP-LINK 223




rmABA 1

3axBaT naporss ¢ npuMeHeHUuem
aTtaku ARP-spoofing,

WU noyemy Tak NpocTo YKpacTb
naposnb Ansi BXxoga B counasribHyH
ceTb "BKoHTakTe"

OueHb 4acTO BakHEHIel Lenplo JI000ro Xakepa sBISETCS PACKPBITHE YY)KOro
naposisi. [103ToMy, BO3MOYKHO, €CTh CMbIC]T B MEPBYIO O4epelb paccKas3aTh O Jes-
TEJILHOCTH XaKepa MIMEHHO B 00J1aCTH B3JIOMa NMAapOJIbHOM 3allHThI.

Bo Bcex KJTacCHUECKMX ydeOHHKaX Mo MH(OPMAIMOHHON 0€30MacHOCTH HEOIHO-
KpaTHO OTMEYaJioCh, YTO MOJXOJ] K OOECHeueHHIO0 0e30MacHOCTH JIOJKEH ObITh
KOMIUIEKCHBIM.

MO>XHO CTPOMTBH BBICOKHIA Oapbep OT 3JI0YMBILUICHHHKA, IPUMEHsIsI caMble J0po-
rMe CHUCTEeMBbI 3allUThl, HO NPU 3TOM MPEAOCTaBUB Bpary Ja3eiKy, He TO 4YTO Obl
¢ ApIpol B aTOM "3ab0pe", a BooOIIe — ocTaByss 4acTh NepuMeTpa 6e3 orpajpbi!
O6otiau, u noxanyiicra: 6epu yro xodemb! Kakoii ke Toraa Obljl CMBICH 3aTpavu-
BaTh JIIOACKHUE U MaTepHalbHble pecypchbl?!

Bo3bMeM 11t mpruMepa MOJMTHUKY OJTHOTO M3 MPOJBHUHYTHIX 3apyOeKHbBIX YHUBEp-
cutetoB — yHuBepcuteta Wuauanamnonuca (University of Indianapolis, http://
is.uindy.edu/policies/password.php):

University of Indianapolis Password Policylntroduction

Passwords are an important part of computer security. They are the first and sometimes
last line of defense against would be criminals. A poorly chosen password or mishandled
password can result in a temporary denial of computer services, identity theft, theft of
university services and even financial loss. Appropriate password security is necessary
to protect the University's academic interactions, business and research.
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This policy describes the requirements necessary for creating and maintaining password
security on all Ulndy Accounts.

Policy Statement

All network devices and accounts must be secured with appropriate username and
passwords. Whenever possible, systems will use Ulndy Accounts stored in a central
directory. All Ulndy Accounts, including those used by faculty, staff, students, contractors
and partners of the University, must be properly secured using the methods described in
the following sections of this document.

Creating a Strong Password

The University of Indianapolis requires strong passwords on all Ulndy Accounts. The
University defines strong passwords as passwords that will take a computer at least
6 months to try all possible combinations of the letters, numbers and special characters
contained in your password. The following are characteristics of a strong password:

* contains lower case and upper case letters (a-z and A-2)

* contains numbers as well as letters

» contains special characters such as: |@#$%"&*()_+|~-=\"{[]:";'<>?,./)
* s at least eight characters in length

* is not a word in any dictionary, English or other

* is not based on any bit of personal information: pet names, birth date, street names,
etc

* is not based on anything to do with the University of Indianapolis, Ulndy, Hounds, etc

Password Change Frequency

The University of Indianapolis requires all passwords to be changed every six months.
This reduces the likelihood of the password being discovered and reduces the length of
time a compromised account can be unknowingly used for criminal activity.

Password Storage

Choose passwords that are easy to remember so that it is not necessary to write it on
any piece of paper. A password that is written on a sticky note attached to the bottom of
the keyboard is as good as no password at all.

Password Confidentiality

Never tell another person your password. Your password should be kept completely con-
fidential. Supervisors, coworkers, friends and family should never know your password.
Likewise, it is inappropriate to ask another user for their password. If a person demands
your password, refer the person to this document and/or contact the Office of the Chief
Information Officer.



Baxeam napons ¢ npumeHeHuem amaku ARP-spoofing 9

Periodic Scans

University of Indianapolis Information Systems will periodically employ password crack-
ing techniques to determine the effectiveness of this password policy. Any passwords
found to be weak during these scans will be immediately changed and the user notified.

Encryption

All University computer systems will store passwords in an encrypted form. As such, the
Information Systems Help Desk cannot see or retrieve a password, only assist users in
changing to a new password.

Compromised Accounts

If you suspect that a Ulndy account has been compromised, report it to the Information
Systems Help Desk immediately. Accounts that have been compromised will immediate-
ly have their password changed to prevent further losses.

Bce Bpoze Obl y HUX MPeyCMOTPEHO: W MapoJiv CIOKHBIC, U MEHSIOTCSI OHU pery-
JISIPHO, U YHUBEPCHUTET 00S3yeTcs TPUMEHSITh pa3jMuHbie Mephl Ui o0ecrieueHus
COXPAHHOCTH MapoJieH.

Ho, k coxajleHHr0, HET OJHOM MaJIeHbKOM JI€Taju: 3ampeTa NPUMEHATh OJHU U Te
K€ TIapoJIi B pa3HbIX CUCTEMAX.

B nmpoTHBOIOIOAKHOCTh PACCMOTPEHHOMY NPUMEPY NMPUBEAEM LUTATYy W3 MOJUTHU-
KU OAHOM POCCHUMCKOM:

4.1.1. Ctporo 3anpeLyaeTcsl UCMofb30BaTb OAMHAKOBbIE Maponv OT YYeTHbIX 3anucei
opraHusauum Ansi nobbiXx pecypcoB, 3a npeaenamy KomnaHuy (Hanpumep: dopymbl,
nposangepsl, Internet-marasuHoi).

4.1.2. B Tex cny4asix, kKoraa pecypc He noaaepXuBaeT e4uHyl0 KOprnopaTUBHYK CUCTEMY
aBTopusaumm (Hanpumep, CUCTEMbI CTOPOHHWUX pa3paboTyukoB, mopTanbl Ans obyde-
HKR), BbIBUpanTe naponu, OTNNYHbLIE OT Napons y4eTHOWN 3anMcn KOMMNaHuw.

[TonpoOyem pnoka3zate ckazaHHoe. [Ipenmonoxkum, 4To Ha HEOOIBLIOM Mpea-
NpUSATHA MMeeTcs "TPOJBUHYTHIN", XOpomo oOyuYeHHbIH aAMUHUCTPATOP CETH.
Bce komnbioTephl 3alUMIIEHbl OT HECAHKUMOHMPOBAHHOTO JOCTYMA, KaK MpUMeHe-
HUEM IPaMOTHO HACTPOEHHBIX MOJMUTHK OTMEPALMOHHOM CHCTEMBI, TaK W, Ka3ajloCh
Obl, "MPaBWILHBIMU" OpraHU3alHOHHBIMH MEPAMU.

>

3a MCKITIOYEHHWEM OJHOT0: aAMHUHUCTPATOP — TOXKE UYEJIOBEK, U B I€HCTBUTENBHO-
CTH CYILLECTBO cjaboe (XOTs, Kak MpaBuiio, U camoyBepeHHoe). [loaToMmy oH mc-
MOJIb3YeT B Pa3HbIX CUCTEMax OJWH W TOT ke Mapoib. Y A5is atMUHUCTPUpPOBaHUS
CEeTH, W JJIs JINYHOM MOYTHI, U B COLMAIBHBIX CETSIX — Be3/1e, IJIe TOJIBKO MOXKHO!
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Eciu 3710yMbIlIJIeHHUK (MM TIPOCTO KoJijiera mo padore, HO ¢ MEHBIIUMHU MpaBa-
MH) 3aBJIa/ieeT MapoyieM Ha ero Mo4Ty, TO TMOMYyYUT JOCTYI K CaMOMY BaKHOMY:
K pecypcaM CeTH, KOTOPYIO a/IMUHUCTPHUPYET Halll He3a1auIUBhIi CIIEI[HAIINCT.

B apcenarne xakepa ecTh Thicsua M OJMH CMOCO0 Kak JoOBITH Maponb. PaccMoTpum
MPOCTEHIINI TpUMep TMOJyYeHHs MOYTOBOIO MapoJisi, HMCMOJbB3Ys YSI3BUMOCTb
IP-mporokona Bepcuu 4, Tak HazpiBaeMyto ataky ARP-spoofing!

Jns Havyana BciomHuM, uto ARP (Address Resolution Protocol, mpoTokon omnpe-
JeNieHs afjpeca) MpUMeHseTcs Ul TMHaMU4ecKoro corocrtasienus [P-anpecos
anmnapatHbiM, T. €. GU3UUECKUM ajJpecaM, a UMEHHO TeM ajpecaM, KOTOpble HC-
NOJIL3YIOTCS BO BpeMsl paboThl ceTeBoi kapToi. dusnyeckue aapeca eile Ha3biBa-
tor MAC-anpecamu.

Ceiivac Mbl He OyJeM BBISICHATB, 3a4eM U Kak 3To0 Jenaetcsd. OTMETHM TOJBKO, YTO
3¢ deKTUBHOCTb PabOTHI 3TOr0 MpoToKoia 3aBUcHT oT ARP-kamia (ARP cache).

Jliig nydiiero BOCHpUsATHS MpeacTaBuM cebe Tabiuuky cootBeTcTBus IP- u dhusu-
YeCKHX aJpecoB CETEBBIX KapT, KOTOPbIE IPUMEHSIOTCS B KAKOM-TO CETMEHTE CETH.
Bpems sxu3HM 3anuceid B 9TOi TabIUuKe OrpaHUYeHO, M MX OOHOBJICHHE TIPOU3BO-
JMTCSI B TOM YHCIIe ¢ pUMeHeHreM npoTokona ARP (eciau ObITh Yk coBepIIEHHO
TOYHBIM, ecThb elne oopatHeiii ARP, nmu RARP — reverse address resolution pro-
tocol, oOpaTHBIi MPOTOKO TpeoOpa3oBaHuUs ajipeca).

[Mpotokon ARP goctarouHo mpocToii, U Korjaa oH ObLT MPHUAYMaH, TO 0co00i ero
3alUTHI MPEeyCMOTPEHO He ObLT0. Maes ataku, 0 KOTOPOU MIET peub, 3aKIouaeT-
CA B CJIEYIOLIEM: YTOOBI aTaKyroLIeMy MePEeKIOYUTh BECh CETeBOM Tpahuk MEXILy
nByMs xoctaMu A u b depe3 ce0s, HEOOXOAMMO B K3LI-TAOJMIBI 3THX XOCTOB
BHECTH CBOM M3MEHEHUs1, BBECTH UX B 3201y KICHHE:

1. Xocty A coobumth , uto [P-anpec xocta b cooTBeTCTBYET hUznyeckoMy anpe-
Cy aTaKyrollero xocra.

2. Xocty b coobuuth, uro IP-agpec xocta A COOTBETCTBYET (PU3UUECKOMY ajipe-
Cy aTaKylollero Xocra.

Takum oOpa3oM, aTakyroUIMid BCTaeT MOCEepeMHE MEXIY KepTBaMH (araka man-
in-the-middle), 4ToObl Te HWYero He 3aMeTHIIM, Jlake HE OCTAHOBHUB Tpaduka,
3aMKHYB ero uepe3 ce0s. OcTaeTcs TOJNBKO BKIIIOUYUTH CHU(GEP U aHATM3UPOBATh
Tpaduk. Tem Oosee YTO 3a4acTyrO NaposIM Jaxke He MU pyroTCs.

JIist IpakTHKKM coOepeM HeOOJBIION CTEH I, UCITONb3Ysl B HAILIEM CITydae Ha XOCTax
onepanonHbie cucteMbl Windows (puc. 1.1).

[Nocne peanuzaumu aTakyu Mbl TOJDKHBI TIOJTYYHTh YK€ TaKylo CXeMy, Kak IMOoKa3aHO
Ha puc. 1.2.

VYcraHaBiaMBaeM Ha aTakyloLIeM KOMITBIOTEpe CBOOOAHO pacrpocTpaHIeMyro
B MHTepHeTe 3amevarenbHyto nporpammy Cain & Abel (Kaun u ABenb). st Toro



Baxeam napons ¢ npumeHeHuem amaku ARP-spoofing 11

4YTOOBI B KOMIUIEKTE ¢ MporpaMMoil padotas cHuddep, Npu UHCTAUIALMU COrJia-
1raeMcsi Ha YCTaHOBKY BXOJIAIIEH B KOMIUIEKT TakyKe CBOOOTHO pacipoCTpaHIeMOi
nporpammbl Winpcap.

TTPUMEYAHNE
Ha Bcakum cnyyai OTKMIOYMM aHTUBUPYCHYIO Nporpammy n 6paHamayapsbi!

Baaumogeincreme 192.168.0.102
A 192.168.0.1 N
C NOYTOBLIM CEPBEPOM |« < > aTakyembli
poyTtep
B NHTepHeTe KOMMNblOTEP

192.168.0.100

aTakyloLmii
KOMMNblOTEP
Puc. 1.1
Baaumoaeicreume 192 168.0.1 192.168.0.192
C NOYTOBLIM CEPBEPOM [« aTakyembli
poyTep
B NHTepHeTe KOMMNblOTEP
A
Y
192.168.0.100
aTakyloLmii
KOMMNblOTEP
Puc. 1.2

HactpanBaem caHuddep Ha Hamry ceteByto kapTy (puc. 1.3).

Onpocum ceth Ha Bkiaake Sniffer | Hosts, momyuus Bce IP- 1 MAC-anpeca cer-
MEHTa, B TOM YHKCJIeé MHTEpeCyIOLIMd Hac B [aHHOM Cilydyae KOMITbIOTEp
192.168.0.102. Ins sToro npu Haxkatoil kHorke Start\Stop Sniffer menkHem Ha
3HauKe OOJIBIIOro Mroca (+) Ha MaHeJIu UHCTPYMEHTOB (puc. 1.4).

Ha xnaake Sniffer | ARP HauHeMm 3aaBaTh XOCTbI, MEXAY KOTOPHIMU HAM HY>KHO
BKJIMHUTBCS, MpPOM3BOAs mepexsarT Tpaduka. s 3Toro mpu Haxkaroil KHOIKe
Start\Stop Sniffer 1iejnkHeM Ha 3Hauke GOJBIIOrO Mitoca (+) Ha MaHeIU MHCTPY-
MEHTOB TIporpammsl (puc. 1.5).

BriGepem azpeca aTakyeMoro KOMIMbIOTEpa U poyTepa, BbIJIEJIMB UX ClieBa U Crpa-
Ba COOTBETCTBEHHO (puc. 1.6).
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E File View Configure Tools Help

Configuration Dialog

Filkers and portz | HTTP Fields | Traceroute
Certificate Spoofing i Certificates Collector
Shiffer APR [ Arp Poison Routing ) I Challenge S poofing

Adapter IP address I Subnet Mask
3 192168.0.100 285 2552550

£ —— Bl

~‘wWinpcap Version
4.1.02001

— Cumrent Metwork Adapter
YDevicetMPF_{9C524454-4201-4264-930 3-947CDA397IE I}

| WARNING 11l Orly ethernet adapters zupported

— Option:
[ Start Snifferonstatup [ Don't use Promiscuous mode
[~ Start 4PF on startup

Ok, l OrreHa

Puc. 1.3

Crpaeka

N\

@ i B W ) % B AMEEE0%E @ ¢ i
Decoders | @ Wetwork [ snifer [of Cracker [#R Tracerowte [ ccou [ wireless [ Query |
1P address | MAC address | OUI fingerprint | Host name |e31|pi6|B8 |ar [mo [ [m3 |
192.168.0.1 74EA3AETAAC2  TP-LINK Technologies Co.,Ltd,

192.168.0.102 D0235AFS3922 ASUSTek COMPUTER INC.

é‘ Hasts I@ apr [ Routing FP. Passwords | 3 VoIP

Lost packets: 0%

Puc. 1.4
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LRV MEEeO®E 0 0

er [of Cracker [ Traceroute [N coou [ wireless [Eh Query |

I IP address

| MAC address

| Packets -> | <-Packets | MAC address

| 1P address

=) apr-Cert (0)

2 APR-DNS

B APR-S5H-1 (D)

&) APR-HTTPS (0)

&) APR-PraxyHTTPS (0)
T8 APR-RDF (0)

& APR-FTPS (0)

&) APR-POP3S (0)

New ARP Poison Routing

WARNING Il

& APR-IMAPS (0)
&) APR-LDAPS (0)

APR enables you to hijack IP traffic between the selected host on the left list and all selected hosts on the right list in both
directions. If 2 selected host has routing capabilities WAN traffic will be intercepted as well. Please note that since your
hine h f

the same
& apr-sIPS (0} all other hosts on pour LAN.

—_—
of & router you could cause DaS i you set APR between your Default Gateway and

IP address | MAC [ Hostname: IP address | MAC | Hostname
192.168.0.1 TAEABETAAC2
192.168.0.102 002354F53922
I | 12 JES RS e |
L
/\ I@ Configuration | Routed Packets |
[F ol 1@ we [ Jrona [3% v [ vor
Lost packets: 2
Puc. 1.5

WARNING 1!

New ARP Poison Routing —

all other hosts on your LAN.

APR enables you to hijack |P traffic between the selected hast on the left list and all selected hosts on the right list in both
directions. If a selected host has routing capabilities WAN traffic will be intercepted as well. Please note that since your
machine has not the same performance of a router you could cause DoS if you set APR between your Default Gateway and

IP address | MaC | Hastname

IP address | MaC | Hostname

192.168.0.1 TAEAZAET4ALC2

1921680102 ( 002354F53322
TI—

192.168.0.1

Iz [ m

Puc. 1.6



14 aea 1

j Fle View Configure Tock Help
df e mEE |4y RERVDEMEE0OR®R2 0?2 i
Decoders Network |89 sniffer [ Cracker [4 Traceroute [EA ccou [ wireless [ query |
@ APR. Status | 1P address | MAC address | Packets -> | <-Packets | MAC address | 1P address |
] aproCert (1) &b Poisoring 192,168.0.102 002354653922 12 12 T4EAIMETHACZ  192.168.0.1
2 APR-DNS
B APR-SSH-1 (0)
5y APR-HTTPS (2)
) APR-ProxyHTTPS (0)
T8 nPr-ROP (0)
8 APRFTPS ()
5 ner-pOP3S ()
5y aPR-IMAPS (0)
5 APR-LDAPS (0) | Status | 1P address | MAC address | Packets -> | <-Rachets | MAC address | 1P address
5y aPr-sIPs (D)
Puc. 1.7

HaGmtonaem, uTo npu Hamvuuu Tpaduka ¢ KOMIBIOTEPA JKEPTBbI TIOKA3aHUs CHET-
YHMKOB MAaKEeTOB B 00OMX HaMpaBlIeHUX CTAIN yBenuuuBathes (puc. 1.7).

Hauasncs 3axBaT nakeroB. Teneps ocTaeTcss TOJNBKO NOXKIAThCs, KOTa KepTBa Io-
CETUT CBOM MOYTOBBIA sMK. B Hamem ciydae, 11 MPOBEPKU Mbl MPOU3BEAEM
BXOJ Ha cepBep www.mail.ru, ucnosp3ys YyueTHylO 3amuch i ajpeca
babins@inbox.ru ¢ naposnem arptest. [Ipuuem, BX0J OCyLIECTBUM MO MPOTOKOITY
http ¢ npumeHenuem crannaptHoro Opaysepa (puc. 1.8).

Puc. 1.8
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File Wiew Configure Tools Help
SR Q|+ B[RO BO0¥R O i

& Decoders | @ Network |W Sniffer |of Cracker |48 Tracerote [N CCOU |y Wireless | Query |
A

?\ Passwords Timestm'p'\ | HTTP server | client | Username | Password | urL
g FTP (0}
3 HTTP (0}
3 e (0)
[EER LDAP (0)
P ror3 (0)
s SME (0)
B Telnet (0)
YNC (0)
@ TDS (0)
5 THS (0}
SMTP {0)
NNTP (0)
DCE/RPC (0)
MSKerbS-PreAuth (0)
Radius-ieys (0)
€ Radius-Users (0)
# 1o
&5 IKE-PSK (0)
& mysaL o)
=1 SnMP (0)
& SIP(0)
< GRE/PPP (0)

<]
< PPPOE (0) @ Hrre |
E Hosts |® APR IQ-D Routing I‘J’—\ Passwords Iﬁ YolP |

Lost packets: 0%

a

Puc. 1.9

CoOTBeTCTBEHHO, HCKOMBIN pe3ynbTaT Oyaem "oxumate" B pazmene HTTP |
Password sriagku Sniffer nporpammer Cain & Abel (puc. 1.9).

Ecnu Obl ¢ aTakyeMoro KOMIbIOTEpa MouTy Opaiu KakuM-HUOY/Ab CHelHallu3upo-
BaHHBIM TIOYTOBBIM KJIMEHTOM, TO Pe3yJbTaT HE0OXOAUMO OBbUIO OXKHMIATH YKe
B pazzesie cooTBeTcTByrouiemy npotokony POP3. B apcenane nmporpammbl MHOTO
M3BECTHBIX LIMPOKO MCTIONb3YEMBbIX TPOTOKOJIOB.

Hrak, nocne coelMHEeHUs aTaKyeMOro ¢ MOYTOBBIM CEPBEPOM, KPOME BCSKHUX OpO-
yux UHTepecHbIX Beulel, B pazaene HTTP Haxonaum v oxkuJaeMblii HAMU NapoJib
arptest (puc. 1.10).

Takum o6pa3oM, Haxo[sicb B OAHOM CETMEHTE CEeTH C JKEepPTBOH, MOTEHLMATbHbIH
XaKep MOKET MOJIHOCTBIO MepeXBaThIBaTh HEIUM(PPOBaHHBIN TpapHK ¢ aTaKyeMoro
KOMIIbIOTEPA.

Mbi J0oKasaJii TJIaBHOE€: MCIIOJIb30BaThb OAWHAKOBLIC IMAapoOJii B PasiMYHbLIX CHUC-
TEéMaxX BE€CbMa OITaCHO. HepeXBaTI/IB napoJjib B Goitee YA3BUMBIX CUCTEMAx, TaKUM
06p330M MOJKHO MOJYYUTb OOCTYII U K Gonee SallUIICHHBIM.
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Puc. 1.10

B oTHOLIEHWH paccMaTpUBaeMOro MpuMepa, XO0Tesloch Obl ellle J0OABUTh, UTO €CIIH
aBTOpU3aLIMs JKEPTBBI Ha caiiTe MOYTOBOTO cepBepa MPOUCXOAMT C MOANEPIKKON
nporokona SSL, T. e. ¢ wudpoBaHUeM, TO Hy>KHO OYEHb MOCTapaThesl, YTOObI MO-
JYYUTb NApOJb.

W, ecnu npeanonoxurs, 4To, K MpUMepy, B JTIOOMMOMN LIKOJIbHUKAMH COLMAIbHON
cetn "BKonrtakre" (1a 1 B Mo00i#i npyroii) Bce xe KOraa-To Mpy aBTOpU3aliu Oy-
JeT TIPUMEHAThCS KU POBAHHOE COSIMHEHUE, TO YKPACTh 3TOT Mapojib BCE PABHO
oueHb npocTo. [IpuunHa — neBSHOCTO AEBATH MPOLICHTOB MOJIb30BaTE e UCTIONb-
3yeT OJIMHAKOBBIE MapOJIv: YTO B noure, 4to "BKoHTakTe"...

OTMeTuM Taroke, uTo s npoBeneHus ataku ARP-spoofing MOkHO MpUMeEHSITH U
apyrue uHcTpyMeHThl! Hampumep, B 3THX 1ensX XOpOLIO MOAXOAMT Mporpamma
Iptools (aBrop — Opean JI. (Erwan L.)). [IpaBaa, maponu B Heil nepexBaThIBAIOTCS
HEe B aBTOMAaTHYECKOM peXHMe, Kak 3TO Mbl Jenainu B nporpamme Cain & Abel, a
BpPYUHYIO, C TIOMOIIBIO TMOUCKa B Jor-(haiinax cHuddepa. Ho, 06 3toit nmporpamme
MBI pacCcKa)keM HECKOJIBKO TO3Ke.

B pamkax 5Toi TeMbl Helb3s He YNOMSHYTH elle 00 OIHOM 3amevaTellbHOM Oec-
TiaTHOM cHuddepe, uMeromeM OombInoe KOIWYecTBO (YHKIMA ¢ IIHPOKO
UCTIONIb3yeMOM XakepamH. OTo u3BecTHas mnporpamma Wireshark (puc. 1.11,
http://www.wireshark.org).

[IporpamMma ymeeT UAEHTHOUUUPOBATH MPAKTUUECKH BCE MOIMYJSPHBIC CETEBbIE
NPOTOKOJIbI, UMEET THOKYIO CHCTeMY HACTPOWKH (UILTPOB Ui 3aXBaTa MaKkeTOB
(uTOOBI He 3axBaThIBaTb HEHYXHOE), CYLUIECTBYIOT peayli3aluu AJsl Pa3IuuHbIX
OMepaloOHHBIX chcTeM, B ToM uuciie aias UNIX-cucrem, ee HCXOOHBIN KOJ HAaX0-
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Capturing from lNogKnHOYeHHE No noKaanoF_i_ CETH [\_'o'__e_s_har_k_ 1.10.1 _(__S\I'N Rey 50926 fr_om JErunk-1.10%]

File Edit Wiew Go Capture Analyze Statistics Telephony Tools  Internals  Help
coudmy BREXR A¢s0TLEE QAQAQAD I FDB K -~
Filter: Expression. .. ar fopl »

Mo, Tirm Source: Destination Protocol  Length  Info
Creum L e I mUeIe LY s O U TuL S i B e e TP T4

QI OT=0nrs & TT0Cps

# Frame 1: 838 bytes on wire (6704 bits), 838 bytes captured (6704 bits) on interface 0

# Ethernet II, sSrc: Tp-LinkT_ed4:5a:c2 (F4:ea:3a:ed:3a:c2), Dst: Giga-Byt_1d:c9:c9 (90:2h:co:l
# Internet Protocol version 4, Src: 10.110.1.10 (10.110.1.103, Dst: 192.168.0.101 (192.168.0.
# Transmission Control Protocol, Src Port: rmt (4110, Dst Port: x9-jcue (1145), Seq: 1, ack:
# Data (784 hytes)

0000 90 2b 34 1d cB 9 74 ea 3a e4 5a c2 08 00 45 00 4.0t LUZ.LLE.

0010 03 38 b3 <O 40 00 3b 06 bc 72 0a 6e 01 Oa cO aB .8..@ HCTE T
0020 00 a4 01 Sh 04 79 2c 51 83 9F 3e o4 dd 84 50 18 y Q e
0030 04 7h 3e cO 00 00 24 53 65 &1 72 63 68 20 48 75 {> earch Hu
0040 82 3a 6fF 67 6F 37 31 61 65 30 34 30 62 34 34 20 b Dgo?la e040b44

[aTallta] Ac 2+ EA 2F on DF 20 2F K.d._ K.A__.AQ i s DD A A~ B r—")-r")n")n'? TTU- DDI e
O H MoaknroYeHme No NokaneHoH ceTH: <live captur... | Packets: 37937 Dlsplayed 3?93?(10 . | Profile: Default

Puc. 1.11

AUTCAd B OTKPBITOM OOCTYIIC. HpO BCC€ BO3MOKHOCTH 3TOI'0 CE€TECBOI'0 aHaJIM3aTopa
IMpOTOKOJIa MOKHO HanmucaTb OTACJAbHYIO KHHUT'Y.

A Terieph MPUTOTOBBTECH K elle OoJiee cTpalmtHOMY OTKpbITHIO! Eciin xakep momy-
Y1 GU3MUYECKUH JTOCTYI K BallleMy KOMITbIOTEpY... — J1a JIJaXKe He XaKep, a MpocTo
Balll 3HaKOMbIK — TO BCE! YV Bac GoJiblile HUKAKUX CEKpeToB! A 3HaeTe, moyemy?
Bcee Bamm naposnu B coupanbHbix ceTsax "OpHoknaccHuku", "BKoHTakre", mmis
JIOCTyIa K MOYTe — KyJa YrOJAHO — YBHIUT MPOCTEHBbKAs MporpamMMmKa IMoja Ha-

[BE[ S¥stem Information for Windows (© GAbriel Topala = Funming o g IBINPL

File Edit Software Hardware Metwork Tools Help
2 - - gl = 12 A O\ B
HJEH . 2@ NOWMEED B2 T AL
5 e

Resource Type Resource Name
” Operating System IE Password-Protected Site 192.168.0, 1:80/ TP-LINK Wireless M Gigabit Router WR10.,.
i L.J System Directories IE Password-Protected Site 192.168.0,20:80/DCS-2130
B system Files
‘L) Installed Programs
Applications
B ‘r' Security
‘_. Ackives
@ Shell Extensions
| Open Files
. |3 Groups and Users
P protected Files

o

Password-
babin 7955nna
7955nna

= & Hardware
1) System Surmary
i E Matherboard

Puc. 1.12
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3panueM SIW (System Information for Windows), koTopas MoOeT, Hampumep,
CUHTATh aHAM3UpOBaTh cookies-hainbl, a Takke KK pabOThl MpPorpaMM, Ijis
CUMTBIBAHUS MMEH M MapoJiei, rmoceuiaeMblx BaMH calToB (HeOosblune Qaiiibl,
NpeCTaBJISIONHEe COOOM UTO-TO THMA WUACHTU(OUKALIMOHHON KapTOUYKH MOJIb30Ba-
Tens) — puc. 1.12.

Ha 3TO0M MOKHO ObLTO ObI M 3aKOHUYMTh 3TY IJIAaBY: T. K. OT 0€3bICXOJJHOCTH, YTO
€CTbh Takue nporpammsl, kak SIW (ToNbKO Hy>KHa KOMMepueckasi BepcHsl), IpOCTO
HET CHJI YTO-TO ellle KOMMEHTHpOBaTh... [lonydaeTcs, 4ro O0e30macHOCTH HET, He
ObL10, ¥ He Oyaet?! Eciu 310 Tak, To 00MIHO, KOHEYHO! ..
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Cneabl npebbiBaHUA XaKepa

[Ipu paccMoTpeHHH 3TOM TeMbl OOpaTUM BHUMaHHE Ha TO, YTO KpPOME TMPOrpamm,
KOTOpbIE OOLIENPHUHATO OTHOCUTH HETOCPEJICTBEHHO K XaKEPCKOMY MHCTPYMEHTY,
B JIEHCTBUTEIBLHOCTH XaKep MCMONb3yeT OOoJblloi Habop OOBIUHBIX YTHJIUT, BXO-
JSLIMX B JTI00YIO ONEepalrMoHHy0 cucTeMy. B uacTHocTH, 31€Ch 9TO: ipconfig, arp
u JIp.

Kak mpaBuiio, 37M0yMBIIIJIEHHUK MbITAETCS YHUUTOXKMTH JOKa3aTesIbCTBA CBOEro
npeObIBaHUS B aTakyeMoW UM cucteMe. TeM He MeHee Ha MpakTUKe, JakKe TMpH
MOJY4YEeHUH MOJHOro AOCTYyMa, 3TO He Bcerna emy yaaercs. [IpuunHbl MOTYT OBITH
pasHeiMu. U, Kak HU CTpaHHO, T€M, KTO WIIET cjelbl NpeObiBaHus "dykoro'", Ha
PYKY MOXET ChITpaTh Jaxe "KOHCTPYKTUBHOE HECOBEPILIEHCTBO" CBOEro YCTpOMCT-
Ba. Hanpumep, nomoGHON NpHUUMHON MOXKET ObITH OTCYTCTBHE B OBITOBOM, Majo-
oromkeTHoM Wi-Fi-poyTepe BO3MOXKHOCTH HACTpPOWKW BpeMeHHW neicTBus [P-an-
peca, HazHaueHHoro DHCP-cepsepom.

K cnoBy ckasare, ynorpeOiieHHWe cioBa '"HECOBEpIIEHCTBO'" 31eCh IAOCTATOYHO
ycioBHoe! [ToTomy uTo MMeHHO HebosIbILIas LieHa U AOCTYITHOCTb 3TOrO YCTPOUCT-
Ba 00yCJIaB/IMBAET €r0 HEKOTOPOE KOHCTPYKTHUBHOE YIPOLIEHHE.

Ho nompoOyeM Ha KOHKPETHOM MPHMEPe PaccMOTPETh, KakK K€ 3TO MPOUCXOJMT.
JInst Toro 4ToOBl HE MPOM3BOAWTH B3JIOMA HY>KOW CHCTEMbl U HE OBITh TOJOCIIOB-
HBIMH, HaliZIeM He3alMIIEeHHbI poyTep AOMAaIIHero nmpumMeHneHus. s storo moc-
TATOYHO BBIHTH Ha YIUIy ¢ HOYTOYKOM M TIOXOAWUTH BO3JIe MHOTO3TaXKHBIX JOMOB,
CKaHUpys 3¢up.

Pesynbrathl He 3acTaBsT cebst xaaTh. OueHb YaCTO Cpeid MHOKECTBa ceTell Haxo-
JMTCSl He3allMIIIeHHas: CeTh. XOTS B HAIlleM ClTydae MbI Bce ke OyleM MCTOJb30-
BaTh TECTOBBIN BapHaHT (puc. 2.1).

be3 npobiem ycTaHOBUB ceTeBOe coelMHEHUE, MOMyuyuM nruHamudeckuii [P-agpec
192.168.1.54 (puc. 2.2).
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Puc. 2.1

Puc. 2.2
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Puc. 2.3

Puc. 2.4




22 aea 2

OO0OpaTuM BHMMaHHE Ha TO, YTO aJPpeC aBTOMAaTHYECKH BBIJAETCS CPOKOM Ha OJIHY
Henemo. M nns nanpHeHmMX uccienoBaHuid 3anoMHuM, 4yto MAC-aapec Hauueit
kaptbel — 00-11-91-34-93-03.

[Toxxmouaemcs k poyTepy, UCTIONB3YsS UMS TI0 YMOITYaHHIO admin U Mapoiib 1234

(a “MeHHO TakUMH OHH siBisI0TCs B poyTepax ZyXEL) (puc. 2.3 u 3.4).

[TocMoTtpum sor-daiin ycTpoiicTa, 1Jis HArMIIHOCTH YCTaHOBUB QUIBTP Ha cOOBI-
s mo HDCP, u yGeaumMcs ToM, 4TO cucTeMa JOOPOCOBECTHO 3a(UKCHpOBalia U
Hawt MAC-agpec 00-11-91-34-93-03 (puc. 2.5).

Puc. 2.5

B pesynbrare HaxkaTuss kHonku Clear st aHHYJIMpOBaHUs CIEIOB NMpeObIBaHUS
B CUCTEME ToJIy4aeM OYUIICHHBIN Jor-daiin (puc. 2.6).

[TpoTokosIBI OOHYJIEHBI, HO OKa3bIBAeTCs, YTO CHUCTEMA BCE PABHO COXpaHMIIA Clie-
bl Hamero mipeObiBanus! IP-ampec Ha3HauaeTcsl €0 Ha oOmpefelieHHOe BpeMs
(3meck: cempb paHeil). CeMmb JHEd, KOHEUHO ke, eule He wuctekiu. I[P-aapec
192.168.1.54 3ape3epBupoBan umeHHo 1y Hamero MAC-agpeca. M 310 MokHO
yBuzaeth B Tabnuiie DHCP-ceperepa (puc. 2.7).

Ocraeuth B cucteMe cBoii MAC-anpec, Tem Oosiee eciii OH He MOIICIbHbIN, —
3TO cephe3Hbll cien. BoT ecn Obl MMenach BO3MOKHOCTh KOH(UTYpPHUPOBaHUS
BpemeHu neiictBust IP-agpeca, nHaznauenHoro DHCP-cepsepoM, B HacTpoiikax
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Puc. 2.6

Puc. 2.7
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